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John Carabias: The dynamism in the attack vectors continues to grow. One thing we're seeing
particularly, Steven, are attackers using Al to improve their techniques across
many areas of offensive security. Phishing, impersonation, vulnerability
discovery, things like evasive malware generation. This type of attack continues
to grow, both in the commercial and government sectors. And so, that forensics
capability and the sophistication of it, the ability to rapidly respond, is
something that we're providing to a number of customers.

Steven Ludwig: Welcome to Inflection Points, a podcast series from Jacobs. I'm your host,
Steven Ludwig. That was the voice of John Carabias, vice president growth and
sales strategy for Critical Mission Solutions Jacobs Cyber. We sat down with him
and Eric Conway, technical director for Cyber Security Capabilities and Solutions
Jacobs Cyber, and we talked about all things cyber: security, infrastructure,
operations, data, machine learning, and artificial intelligence.

It was a really interesting conversation about where cyber is, where it is going,
and what government organizations and businesses can and should be doing
around their cyber operations. The Jacobs podcast is where we meet the people
that help create solutions that deliver a more connected, sustainable world. And
now, with that, it's on with the podcast.

So, Eric and John, can you introduce yourselves and tell us how you got involved
with Cyber? Eric, do you want to lead us off?

Eric Conway: Sure. So, my name's Eric Conway. | am the technical director for the Jacobs
Cyber Business Unit, and for the last 20 years or so, I've been an engineer
supporting cyber solutions in support of the intelligence community, and the
Department of Defense, focusing on cyberspace operations.

Steven Ludwig: And John?

John Carabias: Yeah. So, this is John Carabias. I'm the Vice President of Sales and Strategy for
our cyber business unit. Spent most of my career in the computers command
control, ISR area, which is referred to as C5ISR, that really has included cyber.
Over the last five or six years, I've been doing that in the DoD space, originally
on the program side with a Homeland security. But most recently with DoD, and
now the intelligence community, in both a technical and a business
development capacity. In addition to that, I'm an adjunct professor at Loyola
University in Maryland, where | teach a course on information systems to
include artificial intelligence and other contemporary IT applications, like cloud
and mobile computing.

Steven Ludwig: It doesn't sound like you have a lot of free time there, John.

John Carabias:
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journey? The terminology oftentimes is baking cyber in from the beginning. So,
we're really trying to provide an offering that helps them take that entire
journey across many of those IT elements, and make sure they're considering
cyber at each one of those intervals as they adapt and incorporate those
capabilities into their IT infrastructure, Steve.

Steven Ludwig: So, that's super interesting. That's just a lot to bake in. | like that phrase, baking
in cyber of from the beginning. And it seems, if | were the head of an
organization or the manager of a unit or something, that's a whole lot to take in.
How do you help people not become overwhelmed with the task? Especially if
they're dealing with, we're seeing in the government right now, and a lot of
companies, they have these huge legacy systems that are out of date, and very
few people remember how to code them. So, Eric, what are you seeing in how
you help people from becoming overwhelmed with that?

Eric Conway: Well, the problems have to be addressed one at a time and you have to start
with assessing what you have currently in your network, or what systems you're
trying to secure. So, that's usually the first step, is we start with an assessment.
That helps to narrow down the problem to specifically what a particular
customer has. So, for example, a local water utility, they know they need to
secure their utilities against, say, ransomware attacks, but they often don't
know where to start.

So, that assessment is that first step where we can say, "Okay, you have this
many controllers. You have this many computers connected to your network.
You have laptops here. You have control systems here.” And that helps to divide
the problem up into manageable segments. Then, we can apply vulnerability
assessments and industry best practices, and we can do it in a more methodical
way, and work through the problem one element at a time. And that way we
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think about what, here at Jacobs, we're calling the next normal, and the future
of work, we expect this to really catapult the nature of work to being more
remote. And so, some of the large questions we're asking are how can we, one,
secure that, but how can we help our clients design some unique ways to think
about the types of work that can be done more remotely, and the types of work
that need to be done in an office space. And using an offering we have called
Insights as a Service, there is some interesting analytical work we are doing
that'll produce some puristics to help our clients answer some of those very

guestions.

Steven Ludwig: Yeah. It seems like I've spread out my risks by having all these laptops or home
computers. | mean, business travelers have been taking laptops for a couple
decades now, so that's not entirely new. But all these different vulnerQ gn2 92 rek
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We've been able to observe changes in just malware as well. Mass distributed
malware, which is traditionally found with signature based malware detection
and antivirus programs, has really evolved into identity attacks, where there are
attacks on the identity of users, or application driven attacks. And these all
require new ways of approaching cybersecurity, where we're using things like
insight as a service. And we're using machine learning to understand the
behavior of malware, rather than try to identify it from a signature based
approach.

Steven Ludwig: But what can a client do, or is there much they can do, if they have a major
organized attack from, as | mentioned, another country or organized crime?

John Carabias: Yeah. So, just very quickly, we do have what we call forensics capability, where
we will come in and really unpack that attack to understand the raw attributes.
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Steven Ludwig:
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